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2. This REPORT consists of a total of 



sheets, including this cover sheet. 



3. This report is also accompanied by ANNEXES, comprising: 

a. D (sent to the applicant and to the International Bureau) a total of sheets, as follows: 

Q sheets of the description, claims, and/or drawings which have been amended and are the basis of this report 
and/or sheets containing rectifications authorized by this Authority (see Rule 70. 1 6 and Section 607 of the 
Administrative Instructions). 

D sheets which supersede earlier sheets, but which this Authority considers contain an amendment that goes 
beyond the disclosure in the international application as filed, as indicated in item 4 of Box No. I and the 
Supplemental Box. 

b. D {sent to the International Bureau only) a total of (indicate type and number of electronic media) , containing a 

sequence listing and/or tables related thereto, in electronic form only, as indicated in the Supplemental Box relating 
to sequence listing (see Section 802 of the Administrative Instructions). 

4. This report contains indications relating to the following items: 



m 


Box No. I 


Basis of the report 
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Box No. 11 


Priority 


□ 


Box No. Ill 


No opinion with regard to novelty, inventive step, and industrial applicability 


□ 


Box No. IV 


Lack of unity of invention 


m 


Box No. V 


Reasoned statement under Article 35(2) with regard to novelty, inventive step, or industrial 
applicability; citations and explanations supporting such statement 


□ 


Box No. VI 


Certain documents cited 


□ 


Box No. VII 


Certain defects in the international application 
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Box No. VIII 


Certain observations on the international application 
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Box No. 1 Basis of Report 

1 . With regard to the language, this report is based on the intdhiational application in the language in which it was 
filed, unless otherwise stated in this item. 

D The report is based on a translation of the international application into the following language, which is the 
language of a translation furnished for the purposes of: 

□ international search (Rules 1 2.3(a) and 23, 1 (b)) 

□ publication of the international application (Rule 12.4(a)) 

□ international preliminary examination (Rules 55.2(a) and/or 55.3(a)) 

2. With regard to the elements* of the international application, this report is based on (replacement sheets which 
have been Jurnished to the receiving Office in response to an invitation under Article 14 are referred to in this 
report as '^originally filed'* and are not annexed to this report): 

Specification, pages: 

1 -23 in the version originally filed 

Claims, Nos.: 

2-10, 12, 13 in the version originally filed 

1, 1 received on June 23, 2005 with letter of June 20, 2005 

Drawings, pages: 

1/9-9/9 in the version originally filed 

□ a sequence listing and/or any related table(s) - see Supplemental Box Relating to Sequence Listing. 

3. □ The amendments have resulted in the cancellation of the following documents: 

□ description, pages 
n claims, Nos. 

n drawings, sheets/figs. 

□ sequence listing {specify exactly): 

□ any table(s) related to sequence listing (specify exactly): 

4. □ This report has been established as if (some of) the amendments annexed to this report and listed below 

had not been made, since they have been considered to go beyond the disclosure as filed, as indicated in 
the Supplemental Box (Rule 70.2(c)). 
D description, pages 

□ claims, Nos. 

D drawings, sheets/figs. 

D sequence listing {specify exactly): 

□ any table(s) related to sequence listing {specify exactly): 

A* If item 4 applies, some or all of those sheets may be marked ''superseded, '* 
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Box No. V Reasoned statement under Article 35(2) with regard to novelty, inventive step, or industrial 
applicability; citations and explanations supporting such statement 

1. Findings 



Novelty (N) 


Yes: 


Claims 4-9, 12-13 




No: 


Claims 1-3, 10, 11 


Inventive step (IS) 


Yes: 


Claims 5, 6, 12, 13 




No: 


Claims 1-4, 7-10, 11 


Industrial applicability (lA) 


Yes: 


Claims 1-13 




No: 


Claims: 



2. Citations and explanations (Rule 70.7) 
See attachment 
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Re Item V, 

1 In this office action, reference is made to the following documents: 

Dl: US-A-5-095 525 (ALMGREN ET AL.) March 10, 1992 (1992-03-10) 
D2: EP-A-1 022 659 (PHILIPS INTELLECTUAL PROPERTY & 

STANDARDS GMBH; KONINKLIJKE PHILIPS EL) July 26, 2000 

(2000-07-26) 

2 INDEPENDENT CLAIMS 1 AND 1 1 

2.1 This application does not meet the requirements of PCT Article 33(1) because the 
subject matter of Claim 1 is not novel as defined by PCT Article 33(2). Document 
D2 discloses (references in parentheses refer to this document): 

A method of storing data in a random access memory. . in which before storage 
an encryption of each data word is effected whereby a permutated data word with 
a predetermined number of data bits is generated fi-om each data word ... by one- 
to-one permutation of the individual data bits using a first permutation key. 
(Para. 0016, 0017), wherein 

- the first permutation key is generated from a binary random sequence. 
(Para. 0020, a clocked feedback shift register is a (pseudo)-random sequence 
generator) 

2.2 This invention does not meet the requirements of PCT Article 33(1) because the 
subject matter of Claim 1 is not based on an inventive step with reference to Dl as 
defined by PCT Article 33(3). Document Dl discloses (references in parentheses 
refer to this document): 

A method of storing data in a random access memory. . ., in which before storage 
an encryption of each data word is effected whereby a permutated data word with 
a predetermined number of data bits is generated firom each data word ... by one- 
to-one permutation of the individual data bits using a first permutation key. 
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(column 6, lines 28-41) 

The subject matter of Claim 1 therefore differs from the known method by the 
fact that the first permutation key is generated from a binary random sequence. 

It is, however, standard practice in the art to generate keys automatically from 
random numbers. The individual skilled in the art would include such a feature in 
the method from Dl, and thus arrive at a method according to Claim 1 without 
any inventive step. 

2.3 The features of the independent device Claim 1 1 essentially correspond to those 
of method Claim 1; accordingly, the above objection also applies to this claim. 

3 DEPENDENT CLAIMS 

Dependent Claims 2-4 and 7-10 do not contain any additional features which, in 
combination with the features of any claim which they cross-reference, meet the 
requirements in regard to novelty or an inventive step since what is involved are 
features either known from Dl or D2 or are standard practice in the art. 
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Amended Claim 1 

1. Method of storing data in a random access memory in whicli data words, which 
each comprise a predetermined number of data bits, are storable, 

characterized in that 

before storage an encryption of each data word (M) is effected whereby a permutated 
data word (Mp) with a predetermined number of data bits is generated from each data 
word (M), or from a data word (M) derived from this data word, by one-to-one 
permutation of the individual data bits (M[n-1]-M[0]) using a first permutation key 
(P) generated from a binary random sequence. 



7 



Amended Claim 1 1 

11. Device for encrypting/decrypting a data word (M) comprising data bits (M[n-1], 
M[k], M[0]), which device has a permutation unit (14) with the following features: 

- data inputs to supply the data bits (M[n-1], M[k], M[0]) of the data word to be 
permutated (M); 

- outputs to supply the data bits (Mp[n-1], Mp[k], Mp[0]) of a permutated data 
word (Mp) of the predetermined length (n); 

- permutation key inputs to supply a permutation key (P) which comprises a 
number (n) of subkeys (P[n-1],.. P[0]) corresponding to the number of data bits; 

- a signal generator (13) which generates the permutation key (P) from a binary 
random sequence (RS); 

- a number of selection units (14_n-l, 14_k, 14_0) corresponding to the 
number of data bits, to which selection units one subkey each is assigned and which 
each provide one data bit (Mp[n-1], Mp[k], Mp[0]) of the permutated data word (Mp) 
as determined by one each of the subkeys (P[n-1]... P[0]) from the data bits of the 
data word to be permutated (M). 



